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Command line arguments for find: sedind (1)

The first argument is abys the name of a directorfind will search this directoryits children,
grandchildren, etc-print  will output the full pathname of each thing tfiad finds.

1% find ~ -name index.html -print Find anything namethdex.html . -print  is optional.
2$ find ~ -name index.html -Is minus lowercase LS: just like -i

3$ find ~ -name "*.html’ -print Need quotes; can also u8e[ ] (Handout 8, p. 16)

4$% find ~ -type f -print find every filef for file,d for directory

Search the entie tree of directories
You can lower thdind ’s priority with nice .

1$ nice cal 12 2013

2$ nice sleep 10 & ps - minus lowercase LNI value higher than default of 20
F S UID PID PPID C PRINI ADDR SZ WCHAN TTY TIME CMD
0 S 5076621836 17654 0 98 34 ? 158 ? pts/l 0:00 sleep
0 O 5076621837 17654 0 98 20 ? 184 pts/1 0:00 ps
0 S 5076617654 17652 0 98 20 ? 257 ? pts/l 0:01 ksh
find can search only those directories for which youehathr andx permission. Use
2> [dev/null to discard the error message tfiad issues when it is reififed by a directory for
which you do not h& oth permissionsFor 2>, see Handout 5, p. 8; fddev/null  , see Handout 2,

pp. 20-21. Run thénd in the background with an ampersand (Handout 6, p. 6).

3$ nice find / -name index.html -print > find.out 2> /dev/null &
43 The prompt reappearimmediately.

and, or, not

Two consecutie aonditions (such agypef  and-nameindex.html ) are assumed to ka an
implicit -a (for “and”) between them.For “‘or”, you must write an explicito between them.

1% find ~ -type f -a -name index.html -print files namedndex.html
2% find ~ -type f -name index.html -print -a is optional,-o is mandatory
3$ find ~ -type d -name "*bin* -print directories whose name contaipis

Exclamation point mean&bt”. Surprisingly ! is not a special character in therd and Bourne
shells, and is not a special character when followed by a blank in the C shell.

4% find~  -user abc1234 -print anything owned bgbc1234

5% find ~ ! -user abc1234 -print anything not owned bghc1234
6% find ~ -perm 644  -print anything with exactlyw-r--r--
7$find~  -perm -644 -print anything with at leastw-r--r--
8% find ~ ! -perm -644 -print anything with less tharw-r--r--
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93 find / -perm -4100 -Is 2> /dev/null anything with set-uid and left bits on

116706 109 -r-sr-xr-x 1 nagios nagios 192144 Oct 10 2012 /local/nagios/libexec/check_icn

116694 109 -r-sr-xr-x 1 nagios nagios 196100 Oct 10 2012 /local/nagios/libexec/check_dh

116730 13 -r-sr-xr-x 1 nagios nagios 25752 Oct 10 2012 /local/nagios/libexec/pst3

10% find / -perm -4000 ! -perm -100 -Is 2> /dev/null anything with set-uid on and leftoff

11485 1 -r-Sr-Sr-- 1 mm64 users 0 Jan 27 1998 /homel/m/mm64/public_html/x
3548 2 drwSrw-rwT 2 mm64 users 2 Jan 31 2001 /homel/m/mm64/public_html/x
3548 2 drwSrw-rwT 2 mm64 users 2 Jan 31 2001 /homel/m/mm64/public_html/x

Every file in a website must e & least the permissions-r--r-- in order to be visible on the
weh Every directory must hae & leastr-xr-xr-x . Let’s find the files and directories that do notda

the required permissions.

11$ find “/public_html -type f ! -perm -444 -print

12$ find “/public_html -type d ! -perm -555 -print

13$ find “/public_html -type f ! -perm -444 -o -type d ! -perm -555 -print

#!/bin/ksh

#Find everything whose permissions are heavier on the right.
#See Handout 6, p. 11.

#-perm -040 means that the middle r is on.

#! -perm -400 means that the left r is off.

#-perm -020 means that the middle w is on.  Et cetera.

find /\

-perm -040 -a ! -perm -400 -0\
-perm -020 -a ! -perm -200 -0\
-perm -010 -a ! -perm -100 -0\
-perm -004 -a ! -perm -040 -0\
-perm -002 -a ! -perm -020 -0\
-perm -001 -a ! -perm -010\
-Is 2> /dev/null

-rw-rw-rwx 1 up244 users 270 Aug 1 2012 /homel/u/up244/public_html/homework6.8
drwx-----x 5 el83 users 27Sep 5 2008 /homel/e/el83

drwxr--r-x 2 eag235 users 13 Dec 11 2003 /homel/e/eag235/public_html/CompGraph/hws¢
drwxr--r-x 2 eag235 users 13 Dec 11 2003 /homel/e/eag235/public_html/CompGraph/hws¢
drwx-----x 9 71226 users 29 May 5 2003 /homel/z/zI226

Group the arguments with parentheses

It is dangerous for a script tov®its second or third/ bit on when its set-uid bit is onvsrwxrwx .
I' has higher precedence than, which in turn has higher precedence than We therefore need paren-
theses to group together the demands that the second owthitsl be on.Without the parentheses, this
script would find an file whose set-uid and seconthit is on, or anything at all whose thivdbit is on.
Since parentheses are special characters for the shell, each parenthesis mushyle iquote's,
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#!/bin/ksh
#Find any file whose set-uid is on and whose 2nd or 3rd w bit is on.

find /\
-type f\
-perm -4000 \
'(" -perm -020 -0 -perm -002°)" \
-Is 2> /dev/null

http://i5.nyu.edu/ Onm64/INFO1-CE9545/src/vulnerable
#1/bin/ksh
#Find any file or directory whose 2nd or 3rd w bit is on.
#These are the files that can be overwritten,
#and the directories from which files can be stolen.

for loginname in “mmé64/bin/roster 45 | grep -v "mm643$™

do
find “$loginname \
(" -type f -0 -type d ')’ \
'(" -perm -020 -0 -perm -002°)" \
-Is 2> /dev/null
done
exit 0

1% vulnerable | head -5

3 3 drwxrwxrwx 4 yb610 users 35 Aug 5 2012 /homelly/yb610

54 1 -rwxrwxrwx 1 up244 users 197 Jun 27 2012 /homel/y/yb610/Homework-3.8

13 1 -rwxrwxrwx 1 yb610 users 133 May 29 2012 /homel/y/yb610/yb610

56 4  -rwxrwxrwx 1 up244 users 2612 Jun 27 2012 /homel/y/lyb610/homework4.1

89 1 -rwxrwxrwx 1 yb610 users 297 Jul 17 2012 /homel/y/yb610/bin/GIDnumber
2% find ~ -type f -a -size  1000c -print files whose size is exactly 1000 bytes (“characters”)
3% find ~ -type f -a -size +1000c -print files whose size is greater than 1000 bytes
43% find ~ -type f -a -size -1000c -print files whose size is less than 1000 bytes

What'’s the simplest way téind all files whose size is greater than or equal to 1000 bytes?

5% find ~ -type f -a -atime 10 -print files last accessed 10 days atgo:lu

6$ find ~ -type f -a -atime +10 -print files last accessed neothan 10 days ago

7$ find ~ -type f -a -atime -10 -print files last accessed less than 10 days ago
8% find ~ -type f -a -mtime +10 -print files last modified merthan 10 days agds -It
9% find ~ -type f -a -ctime +10 -print files last changed merhan 10 days agds -Ic

“Accessed’'means that the file was input into a progranModified” means that a programbutput
was deposited into the file, i.e., that the contents of the file were charigdtanged’means that the con-
tents of the file were changed, or that some ofdhtsfdisplayed bis-l ~ were changed: the nine permis-
sion bits (changed bghmod), the owner of the file (changed blgown), etc.

10$ date > junkl
11%$ date > junk2
12% date > junk3 junk3 was most recently modified.
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13%$ chmod 400 junk2 junk2 was most recently changed.
14$ cat junk3
15% cat junkl junkl was most recently accessed.

The-r option ofls (“reverse”, Handout 1, p. 10) can be combined witly afthe following.

16% Is -1 junk[123] alphabetical ordershowing modification times
-rW------- 1 abc1234 users 29 May 28 15:50 junkl
| G 1 abcl234 users 29 May 28 15:51 junk2
-rW------- 1 abc1234 users 29 May 28 15:52 junk3
17% Is -Itu junk[123] accessed ordegshowing access times
-rW------- 1 abc1234 users 29 May 28 15:55 junkl
-rW------- 1 abcl234 users 29 May 28 15:54 junk3
| G 1 abcl234 users 29 May 28 15:51 junk2
18% Is -It junk[123] modified ordershowing modification times
-rW------- 1 abc1234 users 29 May 28 15:52 junk3
| G 1 abcl234 users 29 May 28 15:51 junk2
-rW------- 1 abc1234 users 29 May 28 15:50 junkl
19% Is -Itc junk[123] changed ordershowing changed times
| G 1 abcl234 users 29 May 28 15:53 junk2
-rW------- 1 abc1234 users 29 May 28 15:52 junk3
-rW------- 1 abc1234 users 29 May 28 15:50 junkl

Use the output of find as the command line arguments of another command
The post shellscript in Handout 4, p. 23 can ¢aéne or more filenames as command linguar

ments.
1$rm ‘find / -type f -a -user abc1234 -print 2> /dev/null* Remove the files belongingabc1234 .
2$ rmdir ‘find / -type d -a -user abc1234 -print 2> /dev/null’ Remove the directories belongingaioc1234 .

3$ post ‘find /some/directory -type f -a -name ™*.html’ -print 2> /dev/null’

Thepost shellscript in Handout 4, pp. 21-22 candakly one filename as a command lingwar
ment.

#1/bin/ksh
#Post the files whose names end with .html

for filename in ‘find /some/directory -type f -a -name "*.html’ -print \
2> [dev/null’

do
post $filename

done

The following command does the same thing as theealbop. Thecommand in théoop is writ-
ten between theexec argument and the semicolon argument.

43 find /some/directory -type f -a -name "*.html’ -exec post {} ;'\
2> [dev/null
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Find all hard links to a file

A file can hae mary names, but it can ka aly one inode numberA file can be renamed, but its
inode number ner changes. Sebklandout 2, p. 6.To find all the hard links to a file, search only within
one filesystem.

1$ cd /etc/init.d
2% pwd

3% Is -li apache

4% find /etc -inum O -Is 2> /dev/null

Seeinit (1M) for the eight runbeels in our version of Unix.

Seven symbolic links to the same file

sl ands2 contain a full pathname; the otherdig/mbolic links contain a relate pathname. I8
hard to recognize that all\sm are links to the same file:

1% cd
2% pwd
/homel/a/abcl1234

3% date > junk

4% In -s /homel/a/abc1234/junk s1
5% In -s /homel/a//abc1234/junk s2
6% In -s junk s3

7% In -s ./junk s4

8% In -s ././junk s5

9% In -s ../Jabc1234/junk s6

10$ In -s ../..Jalabc1234/junk s7

11$ Is -1 /homel/a/abc1234/junk /homel/a/abc1234/s[1-7]

-rW------- 1 abc1234 users 29 May 28 15:55 /homel/a/abc1234/junk

rwxrwxrwx 1 abc1234 users 29 May 28 15:55 /homel/a/abc1234/s1 -> /homel/a/abc1234/junk
rwxrwxrwx 1 abc1234 users 30 May 28 15:55 /homel/a/abc1234/s2 -> /homel/a/labc1234/junk
[rwxrwxrwx 1 abc1234 users 4 May 28 15:55 /homel/a/abc1234/s3 -> junk

[rwxrwxrwx 1 abc1234 users 6 May 28 15:55 /homel/a/abc1234/s4 -> ./junk

[rwxrwxrwx 1 abc1234 users 8 May 28 15:55 /homel/a/abc1234/s5 -> ././junk

[rwxrwxrwx 1 abc1234 users 15 May 28 15:55 /homel/a/abc1234/s6 -> ../abc1234/junk
[rwxrwxrwx 1 abc1234 users 20 May 28 15:55 /homel/a/abc1234/s7 -> ../..Jalabc1234/junk

Find all symbolic links to a file

Let’s find all symbolic links to the Bourne Shidbin/sh . The-a option (‘autosplit’) tells Perl
to store the fields of each line of input i#©6[0] , $F[1] , $F[2] , etc. The/'re just likeawk’s $1, $2,
$3, etc. The-n option tells Perl not to print each line of input byaldf. The-e option tells Perl that the
following argument is the list of things for Perl to do. Combine the three optionsirgo.
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http://i5.nyu.edu/ Omm64/INFO1-CE9545/src/finder
#!/bin/ksh
#Find every symbolic link leading to $1.

if [[$#-ne 1]

then
echo $0: arg is file to search for 1>&2
exit 1
fi
find / -type | -Is 2> /dev/null | #lowercase L, minus lowercase LS
perl -ane ’
$target = SF[$#F]; #last field
if ($target " m:"/:) { #if $target is a relative pathname
$name = $F[$#F - 2]; #3rd from last field is name of symb link
$name =" s:[/]+$::; #remove rightmost word
$target = $name . $target; #now target is full pathname
}

$target =" s:/(\.?/)*:/.q;
while ($target =" s:/[/]+/*\.\.::g) {

}
if ($target eq "'$1™) {
print$_; #$_ is the current line of input.
}
exit 0

Unix Operating System

1$ $S45/finder /sbin/sh | more

Search only one directory with “minus prune”
To sarch only one directorprune @ery other directory.
1$ dirname= name of directory to seein
2% echo $dirname

3% find $dirname ! -name $dirname -prune \
-atime +10 -print

We reed the double quotes to pest shell wildcards from»panding. Ifwe said"$*" instead of

"$@", and qavethe shellscriptnamea*  as its last tw aiguments, thenamea*
tofind as one big argument with an embedded space.
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http://i5.nyu.edu/
#!/bin/ksh

set -x

#Search one directory.

#First argument is name of directory.

Onm64/INFO1-CE9545/src/find1

#Remaining arguments describe what you're looking for.

if[[$#-1t2]]
then
echo $0: needs at least 2 arguments. 1>&2
fi
dirname=$1
shift

find $dirname ! -name $dirname -prune '( "$@" 'Y’

v Homework 10.1: find things

In each case, the last command line argumefindf should bels . Shown belav is (a reason-

able amount of) the output tihd

(1) C programmerdind evey file namedstdio.h

111430 2
104218 3
104882 2
58555 3
58366 2
86970 7
11883 2

-rw-r--r-- 1 root Sys

-fW-r--r-- 1 root root

-fW-r--r-- 1 root root
-r--r--r-- 1 root bin
-r--r--r-- 1 root bin
-rw-r--r-- 1 root bin
-rw-r--r-- 1 root bin

(2) C++ programmerdind evey file namedostream

110889 1
111608 1
111636 1
111371 2
111681 1
111665 19
91324 2
(3)find

332 2
1176 2
65269 2

-rw-r--r-- 1 root Sys
-rw-r--r-- 1 root Sys
-rw-r--r-- 1 root Sys
-rw-r--r-- 1 root Sys
[rwxrwxrwx 1 root root
-rw-r--r-- 1 root Sys
-TW-r--r-- 1 bin bin

evay directory namedont .

drwxr-xr-x 3 root bin
drwxr-xr-x 6 root bin
drwxr-xr-x 2 root sys

1300 Aug 14 2010 /opt/solstudio12.2/prod/include/CC/stlport4/stc
3473 Jul 6 2011 /opt/gcca53/lib/gec/sparc-sun-solaris2.10/4.
1210 Jul 6 2011 /opt/gcca53/include/c++/4.5.3/trl/stdio.h
3473 Jul 11 2012 /usr/gcc/4.5/lib/gec/sparc-sun-solaris2.11/4.5.2/i
1210 Jul 11 2012 /usr/gcc/4.5/include/c++/4.5.2/trl/stdio.h
12667 Aug 21 2012 /usr/include/stdio.h
1696 Jul 5 2012 /usr/include/ast/stdio.h

or iostream.h

816 Aug 14 2010 /opt/solstudiol2.2/prod/include/CC/Cstd/iostre
569 Aug 14 2010 /opt/solstudiol2.2/prod/include/CC/stlport4/us
272 Aug 14 2010 /opt/solstudio12.2/prod/include/CC/stlport4/wr
2701 Aug 14 2010 /opt/solstudio12.2/prod/include/CC/stlport4/ios
17 Oct 7 2012 Jopt/solstudiol2.2/prod/include/CCios/iostre
43948 Aug 14 2010 /opt/solstudiol2.2/prod/include/CC4/iostream.
1891 Feb 15 2012 /usr/locall/include/c++/3.4.6/backward/iostream.

4 Jul 5 2012 {usr/lib/font
6 Jul 5 2012 /usr/share/groff/1.19.2/font
3 Jul19 2012 /lib/svc/manifest/application/font

(4) Find every file whose set-uid bit (Handout 9, pp. 10-11) is turned on amen-4000 ) and
that is owned byoot .

78936 1976 -rwsr-xr-x 1 root bin
78764 1976 -rwsr-xr-x 1 root bin
88808 20 -r-sr-xr-x 1 root bin
88802 34 -rwsr-xr-x 1 root Sys
65174 7 -rwsr-xr-x 1 root adm

3693832 Sep 27 2011 /opt/tivolitsm/client/ba/bin/dsmtca
3693832 Sep 27 2011 /opt/tivolitsm/client/api/bin64/dsmtca
32164 Aug 27 2012 /usr/xpg4/bin/crontab
54756 Aug 27 2012 /usr/xpg4/bin/at
12332 Jul 19 2012 /usr/lib/acct/accton

(5)find evey directory namednanexcept in/homel and its subdirectories. Usprune .
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109586
109559
119285
104067
1120
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drwxr-xr-x
drwxr-xr-x
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root
root
root
root

root

sys
sys
bin
root

bin

(6) How mary files hae rames that end withhtml ?
17303
How about.htm ?

1618

(7) How mary directories are you allowed to visit on i5.nyu.edu?

How mary directories are there at eaché®

23598

1

21
344
3453
2564
2213
2154
6962
1887

1606
1189
506
240
229
151
75
22

6

How mary files are there on i5.nyu.edu?

Unix Operating System

8 Oct 7 2012 /opt/solstudio12.2/prod/ma
9 Oct 7 2012 /opt/solstudiol2.2/man
3 Apr 13 07:26 /opt/csw/share/man
5 Jul 6 2011 /opt/gccd53/share/man
3 Jul 31 2012 /usr/sfw/share/man

175350
(8) What is the inode number (Handout 2, p. 6) of thddil@init.d/mysqgl.server ? Fnd
evay hard link to that file.
A
O
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